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FOREWORD

1. The Concept of Operations (CONOPS) for the Information Sharing Environment (ISE)
Electronic Directory Services — People & Organizations (EDS-PO) identifies the business-driven
processes for the initial EDS-PO phases through calendar year 2006. This document serves as a
reference for policy and technical directives initiated by the ISE Program Management Office
and a top-level strategy for attaining EDS-PO capabilities. The EDS-PO CONOPS, with the
February 22, 2006 approval of the ISC, will continue to be revised and updated based on new
and emerging user requirements. The primary audiences for the CONOPS are the ISC, the ISE
user representatives, the EDS-PO Implementation Team, and executors of the plans to provide
the required capabilities.

2. Representatives of the Information Sharing Council may obtain additional copies of this
CONORPS at the address listed below.

3. U.S. Government contractors and vendors shall contact their appropriate government agency
or Contracting Officer Representative regarding distribution of this document.
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John A. Russack
Chair, Information Sharing Council
Manager, Information Sharing Environment
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1 Introduction

1.1 Problem Statement

Section 1016 of the Intelligence Reform and Terrorism Prevention Act (IRTPA) ! calls
for improved sharing of terrorism information to support the country's ability to
effectively prosecute the counterterrorism (CT) mission. Improved sharing of information
allows users to more efficiently and effectively locate, interact and connect the dots.

Improvements needed to information sharing include:

o Eliminate single points of failure;

o Ensure that information flows not only to senior officials, but also down or
laterally to operational entities;

e Improve support to real-time operations;

e Increase connectivity and access between users and critical information; and

o Improve sharing among Federal, State, Local, Tribal (SLT) and private sector
(PS) personnel.

Additional observations and principles have been developed by CT practitioners that
must be addressed in developing the Information Sharing Environment (ISE) include:

o Integrate systems across Federal, State, Local and Tribal governments;
e Better manage the complexity of the information flood;

o Ensure that information sharing tactics are driven by the needs of the information
users; and

o Standardize terminology.

As detailed in the IRTPA, a critical function of an effective Information Sharing
Environment is an electronic directory service that facilitates personal contact between
CT professionals.” To begin the process of overcoming the current shortfalls in our CT
capability, IRTPA directs the Program Manager, in consultation with the Information
Sharing Council (ISC) to:

“(2) Establish an initial capability to provide electronic directory services,
or the functional equivalent, to assist in locating in the Federal
Government intelligence and terrorism information and people with
relevant knowledge about intelligence and terrorism information;”

" Pub. L. No. 108-458, 118 Stat. 2638 (Dec. 17, 2004) [hereinafter IRTPA].
2 See IRTPA §1016 (c)(2)
3 See IRTPA, §1016 (c)(2)

UNCLASSIFIED
-1-



UNCLASSIFIED

The goal is to implement directory services that assist in locating people, organizations,
data and services across multiple security domains and government entities. The initial
capability will leverage and expand existing systems to facilitate Federal users in locating
people and organizations within the Federal Sensitive Compartmented Information (SCI)
and SECRET security domains. This is the focus of this document and is known as
Electronic Directory Services — People & Organizations (EDS-PO).

This document also applies to Federal SBU and cross-domain mechanisms. Figure 1
shows the conceptual ISE as three security domains of information. Each of the three
security domains contains an EDS capability that supports locating Federal people and
organizations and also utilizes cross-domain services inherent in the ISE.

ISE Conceptual Framework

SCI

SECRET/Collateral

Sensitive But Unclassified

(SBU)
4 ‘\

Cross-Domain Mechanisms

4 44

EDS-PO capability

Figure 1: EDS-PO in the ISE Framework.

While the implementation, as per IRTPA, is initially at the Federal level, SLT and PS
representatives reviewed this Concept of Operations (CONOPS) to provide early
feedback in support of their eventual inclusion into the EDS-PO.

UNCLASSIFIED
-2



UNCLASSIFIED

1.2 Document Scope

Currently, three phases are identified for EDS-PO. Details of each phase are to be
developed in the Implementation Plans.

Phase 1 | By March 31, 2006, the first priorities in Phase 1 are the
implementation of a web-based Blue Pages directory with contact
information for CT related organizations within the Federal
Government and identification of current capabilities that support the
EDS-PO CONOPS. Deliverables include Blue Pages on the SCI and
SECRET network domains, user feedback mechanisms, links to
existing systems that provide EDS-PO functionality, user outreach
plan and Phase 2 Network level Implementation Plans.

Phase 2 | Through calendar year 2006. Begin the integration of additional
directory sources into selected White Pages. Introduce and
incrementally develop a Yellow Pages capability. Enhance the
functionality of the Blue Pages to better support the expanding White
Pages capabilities.

Future Integration of the EDS-PO functionality into the Information Sharing
Phases Environment (ISE) Services Oriented Architecture (SOA)
framework. Continue the enhancement of Phases 1 and 2
capabilities.

This document serves as a business process-driven CONOPS for the EDS-PO Phase 1
and Phase 2 implementations through calendar year 2006. Chapter 3 of this document
identifies required and desired data attributes that are needed to provide responses to user
searches and lead to a description of the derived EDS-PO functionality. A series of
notional scenarios that support identification of the attributes and illustrate the utility of
EDS-PO in support of the CT user’s business processes is given in Section 3.3. Future
phases of EDS-PO will occur within the full ISE implementation, driven primarily by an
ISE CONOPS, Implementation Plan and SOA.

This document also serves as a reference for policy and technical directives initiated by
the PMISE and a top-level strategy for attaining EDS-PO capabilities. Chapter 4
discusses the governance and management of EDS-PO for Phases 1 and 2.

The EDS-PO CONOPS, with the approval of the ISC, will continue to be revised and
updated based on new and emerging user requirements. The EDS-PO CONOPS will
evolve to define future EDS-PO Phases that address:

e Any new requirements identified as a result of User experience from EDS-PO

operation and the development of the ISE CONOPS;

UNCLASSIFIED
-3



UNCLASSIFIED

e Lessons learned as Phase 1 and Phase 2 initiatives are implemented and assessed
for effectiveness; and

o Integration with the ISE Architecture.

Potential solutions and development methodologies are not discussed in the EDS-PO
CONOPS, as the Implementation Plans for each phase of EDS-PO will address
technology, standards, framework, tool and protocol details.

The primary audiences for the EDS-PO CONOPS are the ISC, the user representatives,
the EDS-PO Implementation Team and executors of the plans to provide the required
capabilities.

1.3 Document Development Approach

The ISC, supported by the ISE Program Manager's Office (PMISE), established and
directed two teams populated with appropriate representatives from the ISC member
agencies.

1.3.1 Strategy Team

The Strategy Team was responsible for developing the EDS-PO CONOPS and
identifying the user requirements that represent the needs of users across the various CT
mission areas. The Strategy team was comprised of representatives from the stakeholder

organizations with relevant mission experience. The PMISE developed the EDS-PO
CONORPS to be approved by the ISC.

1.3.2 Implementation Team

Working concurrently with the Strategy Team, the Implementation Team conducted a
baseline study to characterize the stakeholders’ existing capabilities, which is included in
this document as Appendix C. The Implementation Team is responsible for developing
the phased Implementation Plan for the EDS-PO to meet the requirements set forth in the
EDS-PO CONOPS. Similar to the EDS-PO CONOPS, the Implementation Plan will be
approved by the ISC.

1.4 Current EDS-PO Capabilities

Electronic directory services currently exist in a variety of capabilities and maturity levels
within the individual communities associated with the ISE and are used primarily to
locate people and not information.” There is little interaction or integration between these
individual directories. In addition, the data collected, the supporting infrastructure
technologies, the user roles and the user access methodologies vary across systems,
agencies and security domains.

* Central Intelligence Agency, Department of Commerce, Department of Homeland Security, Director of
National Intelligence, Department of Defense, Department of Energy, Department of Justice, Department
of Transportation, Federal Bureau of Investigation, Department of Health and Human Services, National
Counterterrorism Center, Office of Management and Budget, Program Manager of the Information Sharing
Environment, Department of State and Department of Treasury.

> Preliminary Report on the Creation of the Information Sharing Environment, PMISE (15 June 2005).
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The PMISE, through the EDS-PO Implementation Team, identified a sampling of
existing and planned directory capabilities related to CT across the Federal Government
(see Appendix C). This activity provided a sampling of current functionality, features,
protocols, standards, status and security domains. As part of this process, directory
service solutions that are currently sharing information across agency boundaries, or that
are capable of being extended to share information, are also identified (see Appendix D).

The existing capabilities form the EDS-PO baseline, from which any improvements will
be assessed. The Implementation Plan, to be generated by the Implementation Team, will
identify how the gap between the existing baseline capabilities and the EDS-PO
CONOPS-identified requirements will be closed.

UNCLASSIFIED
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2 EDS-PO Purpose

2.1 EDS Vision from IRTPA

EDS, a critical component of the ISE, assists in locating in the Federal Government
intelligence and terrorism information and people with relevant knowledge about
intelligence and terrorism information.°

The full EDS, populated with attributes relating to people, organizations, data and
services will ultimately:

o Be fully integrated into the ISE;
e Provide multiple EDS capabilities working together;

e Support controlled access and sharing of information across security domains,
consistent with applicable laws, regulations and policies;

e Include technical framework and standards, business processes and policies
enabling integration and collaboration;

e Include federated agreements for governance;

e Include people, organizations, services and data to support mission intelligence
and data needs; and

e Maintain security and privacy of information that may be useful to adversaries
and competitors of the United States, the owners of the information (corporate,
organizational, individual) and individual citizens.

As stated in Section 1.1, the first step in the iterative process to develop the full EDS is to
focus on ““Assist[ing] in locating. . . .people with relevant knowledge about intelligence
and terrorism information.”

2.2 EDS-PO Definition

EDS-PO is a set of registries that share a common, trusted and up-to-date
view of people and organization information, which includes identification
of necessary attributes, desired attributes and standardized metadata on
people and organizations, to assist in locating in the Federal Government
people with relevant knowledge about intelligence and terrorism
information.

Locating people means that the EDS-PO returns a list of people and organizational points
of contact that are relevant to a user-submitted search; Examples of such searches are
given in Section 3.3. The EDS-PO response includes at least one method of contact for
each person or organization.

% See IRTPA §1016 (c)(2)
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The concept of White, Yellow and Blue Pages is useful in understanding the functionality
and benefit of an EDS-PO as defined below. Users of the ISE will locate contact
information in a manner analogous to the use of paper White, Yellow and Blue page
telephone directories.

2.2.1 White Pages Concept

Name, personal attributes and at least one method of contact for named
personnel. Additional contact information may include phone numbers,
email addresses and postal addresses. For urgent needs, an alternate 24/7
method of contact may be included.” Attributes may include such
information as skill set, clearance level and areas of expertise. For certain
users, some attributes may not be viewable or searchable.

2.2.2 Yellow Pages Concept

Organization and contact information, which may include description of
roles and responsibilities and organization charts. For urgent needs, an
alternate 24/7 method of contact will be included. May include a pointer
to the organization directory. For certain users, some organization
attributes may not be viewable or searchable.

2.2.3 Blue Pages Concept

Organization listing and associated contact information.. For urgent
needs, 24/7 method of contact will be included. May include a pointer to
the organization directory. For certain users, some organization attributes
may not be viewable or searchable.

For all three directory concepts, users who already know the name of a particular person
may search by name to retrieve her contact information. For attribute-based searches,
EDS-PO will not provide lists of analysts in other agencies for “cold-calling” or mass
solicitation of information but, rather, will provide call center, watch center or
organizational contact information.®

2.3 Users and Stakeholders

A potential EDS-PO user is anyone who is authorized to access contact information,
within a network security domain, for people and organizations related to the CT mission.
A user will typically use EDS-PO to locate people and organizations who are outside
their home organization and who have a different primary function (i.e., cyber-threat
analyst from the FBI using EDS-PO to locate a linguist at CIA.) However, users may
also, subject to proper authorization, use EDS-PO to perform searches for people and
organizations within their own agency. Authorized users from all levels of the
government and private sector will use EDS-PO to search for and locate CT related
people and organizations.

7 24/7 refers to information that allows contact 24 hours per day, 7 days per week, such as a watch center.
¥ Attribute-based searches use criteria such as role, responsibility or expertise rather than a person’s name.
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EDS-PO users are defined by their need for information, not by position or title. The
same user may use the system while performing different roles in the course of their
duties.

The EDS-PO principal stakeholders are those organizations that will provide their
directory information to the EDS-PO. At the Federal level, principal stakeholders are
defined as the organizational participants in the ISC.” For Phases 1 and 2, the
stakeholders are charged with providing the appropriate data for the EDS-PO.

2.4 Principles and Overarching Strategies

The December 16, 2005 Presidential Memorandum defined principles relevant to the ISE
EDS-PO: "’
o Leverage existing systems to the maximum extent practicable;

e Use mandated information sharing guidelines; and
o Create a culture of information sharing.

2.4.1 Leverage Existing Systems

To develop a successful EDS-PO for Phases 1 and 2, the existing directories and
infrastructure of the ISE participants will be leveraged to develop an interim EDS
capability as detailed in Section 2.4.4. To accomplish this, the EDS Strategy and
Implementation teams will evaluate existing systems and technology using specified
criteria to identify the candidate systems that provide initial EDS-PO capabilities. These
may be a limited number of systems that can be integrated, with a minimum level of
effort and resources, to provide a near-term ISE capability for EDS-PO.

When candidate systems are selected, an Implementation Agent (IA) will be identified
and will work with data providers, system owners and stakeholders to allocate the
necessary resources to enable data sharing. The primary Phase 1 deliverables are:

o Web-based Blue Pages on the SCI and SECRET network security domains to
provide immediate contact information;

e Processes for regularly updating the Blue Pages content;

e User feedback mechanisms;

e Links to existing systems that provide EDS-PO functionality;
e User outreach plan; and

e Phase 2 Network Security Domain Implementation Plans.

? Central Intelligence Agency, Department of Commerce, Department of Homeland Security, Director of
National Intelligence, Department of Defense, Department of Energy, Department of Justice, Department
of Transportation, Federal Bureau of Investigation, Department of Health and Human Services, National
Counterterrorism Center, Office of Management and Budget, Program Manager of the Information Sharing
Environment, Department of State and Department of Treasury.

' Memorandum to the Heads of Executive Departments and Agencies, Subject: Guidelines and
Requirements in Support of the Information Sharing Environment, (December 16, 2005).
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Concurrent with Phase 1, the EDS Implementation Team will work towards designing
and implementing new capabilities and services that build upon and harmonize the
existing systems and begin to migrate to the goal of a seamless, common view for all ISE
users for Phase 2 and into future phases.

2.4.2 Information Sharing Guidelines

The President's Memorandum defines five guidelines in developing processes and
systems to share information within the ISE."" The guidelines are:

e Develop a common framework;

e Develop common standards;

o Standardize procedures for Sensitive but Unclassified information (SBU);
o Facilitate information sharing with foreign parties; and

o Protect the information privacy rights and other legal rights of Americans.

As the DNI, in coordination with the Secretaries of State, Defense, Homeland Security,
the Attorney General, the ISC and others as directed by the President, issues frameworks,
standards, procedures and additional guidance designed to “maximize the acquisition,
access, retention, production, use, management and sharing of terrorism information
within the ISE”, EDS functionality will be adjusted to implement the emerging best
practices, technologies and standards.'? The EDS-PO will be integrated, using a Service
Oriented Architecture (SOA) framework, within the larger ISE to be both a consumer and
provider of services. Additional standards and services may include data representation
languages, technologies for directory updates and retrieval and access control policies.

2.4.3 Create a culture of information sharing

The goal of the Information Sharing Environment is to break across institutional barriers
and processes in order to facilitate communication and collaboration for users working on
CT missions. In support of that goal, characteristics of a successful ISE-based EDS-PO
include:

e Operates within a "need to share" (rather than a "need-to-know") culture;

o Implements security and access control by adequate identity management,
authentication and authorization mechanisms;

e Data is accessible by users in an SOA-based framework rather than through
centralized information control; and

e Provides contact information for CT related people and organizations in the
Federal Government (State, Local, Tribal Governments and the Private Sector are
to be included in future phases.)

" Memorandum to the Heads of Executive Departments and Agencies, Subject: Guidelines and
Requirements in Support of the Information Sharing Environment, (December 16, 2005).
'2 Memorandum to the Heads of Executive Departments and Agencies, Subject: Guidelines and
Requirements in Support of the Information Sharing Environment, (December 16, 2005).
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This EDS-PO CONOPS has been developed, in accordance with these characteristics, to
reflect the users' business-processes, recognizing that much information sharing occurs
today after personal contact by phone, email or face-to-face. In order for users to
effectively use the functions described here for locating people and organizations,
attribute information that may have been optional in existing systems will become
mandatory. Furthermore, in order for the full EDS (i.e. people, organizations, data and
services) to function as required by law, policy changes may mandate information
sharing between the disparate directory repositories of the Federal Government, SLT and
PS. This will be accompanied by governance agreements and performance measures.

2.4.4 The EDS Roadmap

Sharing Initiatives
Current Capabilities 1 Requirements
’ L EDS-PO
2. Priorities ;
: i Implementation
Conceptf Opratons =P 3. Implementation =] Plan
Information Sharing Crite ria Feb 2006
Environment
Electronic Directory
Services — People & —
Organizations
! Phase 1-31 March 2006 |

Phase 2: 9-12 Months

l v ——

Full EDS Full EDS
Phases 1 & 2 ISE CONOPS CONOPS Capability
(EDS-People & and (People, Org, (SCT, Collateral,
EDS-Org) Architecture Services & Unclass, Cross-
Data) Domain)

1

EDS-People
EDS-Org
CONOPS

State, Local, Tribal, Private Sector entities and Foreign Partners

Figure 2: EDS Short-Term and Long-Term Roadmap

The relationship between the EDS-PO CONOPS and the full EDS capabilities to be
developed for the ISE is shown in Figure 2. The path to full EDS capabilities includes the
following steps:

1. The Current Capabilities (see Appendix C) and Sharing Initiatives (see
Appendix D) Matrices define the baseline, or starting point. The Implementation
Team will establish evaluation criteria to identify implementation candidates from
amongst the current capabilities and sharing initiatives.
2. Selected implementation candidates will be:
e Included in the March 31, 2006 EDS-PO Phase 1. Any enhancements to
current capabilities or sharing will be incorporated as time and resources
permit.
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e Included in the EDS-PO Phase 2 Implementation Plan. Additional parts of the
solution satisfying the EDS-PO CONOPS-identified requirements could span
policy, process, technology, promulgation or other initiatives.

The Implementation Plan will identify how the gaps between the EDS-PO
CONOPS-specified requirements and the current systems will be closed.

The EDS will provide a service within the Information Sharing Environment and,
as such, will eventually be fully integrated within the ISE services framework.

2.5 Assumptions, Constraints and Risks

2.5.1 Assumptions

These are circumstances, conditions or actions that are believed to be true for the
purposes of implementing EDS-PO:

Changes in Law, Regulation, or Policy — If the need for a change in an executive
order, regulation, or administration policy is identified, the existing governance
structure for the ISE will institute the change in order to remove obstacles to the
EDS-PO implementation."

Cultural Impediments to Change — The perceived value of an implemented EDS-
PO can overcome cultural impediments to change existing sharing arrangements
and philosophies.

Quality in Transition - Users are aware of and will accept data quality limitations
as the system develops. For Phases 1 and 2, the EDS-PO will use “best available”
data in terms of accuracy, authority and timeliness (see Section 3.1.4.)

Phases 1 and 2 User Access — Information within EDS-PO Phases 1 and 2 will be
accessible only by US citizens.

Need to Share — For Phases 1 and 2, users of EDS-PO in a security domain have a
"need-to-share" the contact information for people and organizations.

2.5.2 Constraints and Risks

These are element that may restrict, limit or place control over the implementation of
EDS-PO. The following constraints and risks have been identified:

Time — IOC for the initial phase of EDS-PO functionality is March 31, 2006. The
compressed timeline includes the risk that most of the desired early functionality
will be implemented during Phase 2 or subsequent phases.

Security — The users of EDS-PO will have varied clearance levels and information
requirements and will obtain access via multiple, separate network security
domains. This may restrict certain contact information from being provided by
the EDS-PO participants for Phases 1 and 2.

Domain Level Access Control: Phases 1 and 2 will rely on network access
control and logging mechanisms. Subsequent phases will use the ISE access
control services.

" Information Sharing Environment Interim Implementation Plan (January 2006)
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Resources — EDS-PO operates within existing resources and will identify
opportunities to eliminate unnecessary duplication and redirect resources to
accomplish overall ISE goals. As a result, EDS-PO participants may be required
to reallocate limited funds and resources in order to implement EDS-PO.

Use of Existing Systems — While EDS-PO will leverage existing systems to the
maximum extent practicable, selected systems may provide significant challenges
for interoperability due to security features, proprietary designs or other system
characteristics.
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3 Mission Objectives

The EDS-PO will allow users to find contact information about people and organizations
that are relevant to exchanging mission-related information. Such cross-mission contact
among experts will significantly enhance our Nation’s execution of the CT mission.

The remainder of this section lays out the related user requirements, data elements and
functional characteristics. It is understood that the fielded capabilities will evolve over
multiple phases and that initial capabilities will be those that are part of existing legacy
programs of record and systems.

3.1 User Requirements

3.1.1 User Interface

e User access to EDS-PO functionality will be included in each of the three network
security domains identified in Figure 1, with access to domain-appropriate people
and organizational information.

e As functionality becomes available in the phased implementation approach, the
EDS-PO will support both text searches and structured searches for names,
organizations and terrorism-related attributes for Blue, Yellow and White pages.
(See sections 2.2.1, 2.2.2 and 2.2.3 for specific definitions).

e User access will include Graphical User Interfaces that support both free-text and
structured search and consist of standard form elements such as drop-down
menus, checkboxes and radio buttons.

e EDS-PO will include a service that aligns attribute names into a common
taxonomy in order to address the lack of standardized metadata terminology
across the multiple agencies and departments that have a role in the CT mission.

e EDS-PO will provide a thesaurus service (“fuzzy” search) that identifies key
words or metadata attributes that are similar to terms in a user search.

3.1.2 Accessibility

e The EDS-PO will be available via standard web browser for all Federal users in
the SCI and SECRET network security domains.

o Participating departments and agencies will provide varying levels of people and
organization contact information to the EDS-PO depending on the network
security domain. For Phases 1 and 2, EDS-PO will not provide an access control
service, but rather rely on network access control and logging mechanisms.
Subsequent phases will use the ISE access control services.

3.1.3 Accuracy and Timeliness of Data

o The participating agencies are responsible for the accuracy and timeliness of
submitted data.
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e A process will be available to users, through their parent organization, to submit
updates and corrections to their own EDS-PO information. The process and
execution of such updates and corrections will be determined by participating
departments and agencies, in accordance with applicable laws. The system will
track when data is updated and reviewed and display that information when
available.

3.1.4 User Searchable Attributes

The attributes that a user can search are defined below. Section 3.2 contains a list of
required and desired attributes and data elements necessary for the EDS-PO to achieve
full user functionality. Section 3.3 contains notional views of the searches and results.

3.1.4.1 Blue Pages
Searchable attributes for the EDS-PO Blue Pages will be:

e Department/Agency/Service; and
e Organization.

3.1.4.2 Yellow Pages
Searchable attributes for the EDS-PO Yellow Pages will be:

o Department/Agency/Service;

o Watch/Call Center Name;

« Intelligence Topic (relevant NIPF topic); '

e Country/Region (refined NIPF element);

o Language (expertise); and

o Jurisdiction (locality or region of responsibility — State, US region, etc.).

3.1.4.3 White Pages

For White Pages searches on attributes other than the person’s name, EDS-PO will
provide call center, watch center or organizational contact information. Searchable
attributes for the EDS-PO White Pages will be:

e Name (surname, given name);
e Department/Agency/Service;
e Organization;

o Intelligence Topic (NIPF);

o Country/Region (NIPF);

o Language;

' National Intelligence Priorities Framework — a framework for the President to prioritize the intelligence
needs of the United States. Intelligence Topics (IT) are high level intelligence related topic areas (e.g.,
Terrorism, Military Capabilities) that are prioritized and broken down into detailed intelligence needs.
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o Jurisdiction (locality or region of responsibility — State, US region, etc.)

3.1.5 User Search Results

In addition to views of information specific to the type of search (Blue, Yellow or White)
performed, several general guidelines will be followed for search results:

e The applicable Watch Center contact information should be returned for all
attribute-based search responses. Watch Center and other organizational contact
information should be displayed at the top of the results list.

e Search results will always include at least one method of contacting a relevant
person or organization. Users searching for a person (White Pages) may be
returned contact information for an organization (Yellow Pages or Blue Pages)
based upon security and resource management considerations.

o Contact information returned on a search will reflect the best available
information from the data provider and will include “date last updated” and “date
last reviewed” information when available.

3.1.5.1 Blue Pages

A Blue Pages type search result will provide the user the following contact information,
when available:

e Department;

o Watch Center or Call Center Name;

¢ Unclassified Phone;

¢ Unclassified Email;

e Secure Phone;

e Secure Email; and

e Continuity of Operations (COOP) contact information.

3.1.5.2 Yellow Pages

A Yellow Pages type search result will provide the user the following contact
information, when available:

o Department;

o Watch Center or Call Center Name;

o Unclassified Phone;

e Unclassified Email,

e Secure Phone;

e Secure Email;

e Mission areas of expertise (including NIPF topics); and
e COOP contact information.
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3.1.5.3 White Pages

A White Pages type search result will provide the user the following contact information,

when available:

e Name (surname, given name, MI);
o Department;

o Unclassified Phone;

e Unclassified Email,

e Secure Phone;
e Secure Email;

o Watch Center Phone (or 24/7 Contact phone); and
e COOQOP contact information.

3.2 Data Attributes

The following table contains a list of required and desired attributes and data elements
necessary for the EDS-PO to achieve full user functionality. The table also illustrates
which of these attributes, when available, should be searchable from the search screen
and viewable in the response screen.

For Blue Pages EDS-PO entries:

Attribute Description Mandatory [Populate if [Searchable[Viewable
available
Department/Agency/Service e.g., FBI, NJ State Police X X
Organization e.g., JIATF-CT, WINPAC X X
Phone (Unclassified, Secure X X
Email (Unclassified, Secure X X
24/7 Phone Alternate contact phone number for 24/7 contact X
Watch Center Watch Center affiliated with people and X
organizations in search results

Table 1: Data Attributes for Blue Pages
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For Yellow Pages EDS-PO entries:

Attribute Description IMandatory |Populate if |Searchable|Viewable
available
Department/Agency/Service e.g., FBI, NJ State Police X X
Watch/Call Center Name e.g., NSOC, NMCC Alert Center X X
Phone (Unclassified, Secure X X
Email (Unclassified, Secure X X
Intelligence Topic Relevant NIPF IT X X X
Country/Region More refined element of NIPF IT X X X
Language Expertise X X
Jurisdiction Locality or region of responsibility X X
(e.g., State, US Region)
Alternate Site (COOP) Phone Phone number in the event that the primary site  |X e
cannot be contacted
Table 2: Data Attributes for Yellow Pages
For White Pages EDS-PO entries:
Attribute Description Mandatory |Populate if |SearchableViewable
available
Name Surname, Given, MI X X
Department/Agency/Service e.g., FBI, NJ State Police X X
Organization e.g., JIATF-CT, WINPAC X X
Phone (Unclassified, Secure X X
Email (Unclassified, Secure X X
24/7 Phone Alternate contact phone number for 24/7 contact X
Watch Center ‘Watch Center affiliated with people and X X
organizations in search results
Intelligence Topic Relevant NIPF IT X X X
Country/Region More refined element of NIPF IT X X X
Language Expertise X X X
Jurisdiction Locality of people and organizations are X X X
responsible for (State, US Region)
Alternate Site (COOP) Phone Phone number in the event that the COOP site X X

must be contacted

Table 3: Data Attributes for White Pages
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3.3 Notional Search and Result Views

The following figures represent how a user will interact with EDS-PO for searching, the
display of the search results and the additional information available if a specific result
link is selected. These figures are not meant to represent exact build specifications and
are not necessarily complete.

3.3.1 Blue Pages Search

In the following figure, a user specifies a search by one or more attributes. If a specific
value is not selected, it defaults to "All".

Search by Attribute:
Department/Agency/Service Organization
| All v | |al [ v |

Figure 3: Blue Pages Search Example

3.3.2 Blue Pages Result View

The following figure shows the constant banner of key contacts and, below, the search
results.

Key Contacts
FBI Hotline
1-800-999-9999

DOJ-JTTF
Washington DC 800-555-1212
Boston 800-555-1212
CIA
CTC 800-555-1212
WINPAC 800-555-1212

Figure 4: Results from Blue Pages search example

3.3.3 Blue Pages Detail View

The following figure displays all the viewable attributes of a single Blue Pages search
result and is displayed by clicking on the location link of the result view.

Detailed View of JTTF/Washington DC

Department: DOJ Department: JTTF — Washington DC
Phone (unclass): 800-555-1212 Phone (secure): 555-1212

Email (unclass): contact@gov.gov Email (secure): contact@gov.ic.gov
24/7 Contact: 800-555-1212 Watch Center: 800-555-1212

Figure 5: Detail View of a Blue Pages result
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3.3.4 Yellow Pages Search

In the following figure, a user specifies a search by one or more attributes. If a specific
value is not selected, it defaults to "All".

Search by Attribute:
Department/Agency/Service Watch/Call Center
| All | v | | Text entry |
Jurisdiction Intelligence Topic
| US [ v | | Cyber Threat v |
Region Language
| China | v | | Mandarin | v |

Figure 6: Yellow Pages Search Example

3.3.5 Yellow Pages Result View

CIA/CTC Watch Desk: 800-555-1212

CIA/IOC Watch Desk: 800-555-1212

DOE Watch Desk: 800-555-1212

Figure 7: Results from Yellow Pages search example

3.3.6 Yellow Pages Detail View

The following figure displays all the viewable attributes of a single Yellow Pages search
result and is displayed by clicking on the location link of the result view.

Detailed View of DOE Watch Desk

Department:
Phone (unclass):
Email (unclass):
Intel Topic:
Language:

Alternate site (COOP):

DOE
800-555-1212
contact@gov.gov
Cyber Threat
Mandarin
800-555-1212

Organization:
Phone (secure):
Email (secure):
Country/Region:
Jurisdiction:

24/7 Watch Desk
555-1212
contact@gov.ic.gov
China

(0N

Figure 8: Detail view of a single Yellow Page result
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3.3.7 White Pages Search

In the following figure, a user specifies a search by entering a person's name and/or by
selecting one or more attributes. If a specific value is not selected, it defaults to "All".

Search by Name and Attribute:

First Name Last Name

LJ | | Smith |
Department/Agency/Service Organization

| CIA | v | | All [ v |
Intelligence Topic

| Cyber Threat | v |
Region Language

| China | v | | All | v |

Figure 9: White Pages search example

3.3.8 White Pages Result View

Smith, John CIA/IOC 800-555-1212 contact@gov.gov

Smith, John CIA/WINPAC 800-555-1212 contact@gov.gov

Smith, ] CIA/Syria Watch Desk: 800-555-1212

Figure 10: Results from White Pages search example

3.3.9 White Pages Detail View

The following figure displays all the viewable attributes of a single Yellow Pages search
result and is displayed by clicking on the location link of the result view.

Detailed View of Smith, John at CIA

Name: Smith, John

Department: CIA Organization: 10C

Phone (unclass): 800-555-1212 Phone (secure): 555-1212

Email (unclass): contact@gov.gov Email (secure): contact@gov.ic.gov
NIPF Intel Topics: Cyber Threat Country/Region: China

Languages: None 24/7 Phone: 800-555-1212
Watch Center 800-555-1212 Alt site (COOP): 800-555-1212
Jurisdiction: uUsS

Figure 11: Detail view of a single White Pages result
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3.4 Functional Capabilities

Phases 1 and 2 will expand on existing capability and this section details functional
objectives for future phases. To ensure both short-term and long-term success, EDS-PO
development subsequent to Phase 2 will emphasize several baseline characteristics:

o Information exchange across network security domains;
¢ Add new/correct data sources;

o Handle data and user growth;

o Disaster recovery capability;

e Low cost of operations;

o High availability; and

e Responsiveness.

These baseline characteristics translate to functional capabilities:

o Information Assurance;

o Infrastructure Independence and Interoperability;
e Scalability;

e Modularity;

e Redundancy;

e Maintainability; and

e Understandability.

3.4.1 Information Assurance

The EDS-PO capability must be supported by the capability to protect and defend its
information, information systems and information infrastructure against a variety of
cyber threats. This encompasses mechanisms and measures to defend, restore and
recover, as well as to maintain situational awareness.

3.4.2 Infrastructure Independence & Interoperability

The incremental approach used to develop the initial EDS-PO capability requires
connectivity among multiple systems across many legacy systems operated by multiple
agencies and organization. In many cases, the systems today serve single organizations
(segment of an agency) with little or no interaction with external systems. The successful
development of EDS-PO requires that defined interfaces for exchange of EDS-PO
information be established. As the implementation of a cross-community, cross-domain
EDS-PO proceeds, a standards-based implementation, such as SOA, is required to ensure
future, successful integration of new systems into the ISE.
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3.4.3 Scalability

As EDS-PO matures from its limited, initial capability, growth will occur in two areas:
the number of interconnected systems/directories and the number of users. EDS-PO will
be implemented such that the growth in data and usage can be handled by the scaling of
hardware, software and network infrastructure. Part of this strategy is that these inter-
connections are not point-to-point but are to a common services cloud in order to provide
scaling, efficiency and manageability benefits.

3.4.4 Modularity

Over time, significant capabilities will be added to the baseline EDS-PO. In order to
enhance functional flexibility for the system while isolating functional details within
well-defined elements, the system will adhere to a modular architecture. This approach
means that additional services and capabilities will be developed such that they operate
independently from the operations of the other components, or interact with each other
only through well-defined interfaces.

3.4.5 Redundancy

To support high availability, data security and disaster recovery, the EDS-PO will address
the need for redundant data stores in distributed geographical locations. Geographically
dispersed redundancy ensures data survivability and, if properly implemented, also
provides redundant networks paths.

3.4.6 Maintainability

EDS-PO maintainability encompasses two segments — systems and data. Although
systems operations and maintenance (O&M) cost is a factor in the implementation of
EDS-PO, the maintainability of data is critical. Distributed and remote management will
support effective systems O&M. Efficient data maintenance, to include both accuracy
and currency, is ensured by instituting policies that push the maintenance responsibility
to the data providers.

3.5 Business Processes Supported By EDS-PO

Scenarios in this section are used to illustrate the interaction of the users with the EDS-
PO during the course of their various business processes.”> For the purpose of providing
common definitions across the user base, the EDS-PO Strategy Team developed four
general business processes that are supported by the EDS-PO. The business processes
themselves are beyond the scope of the EDS-PO. However, the EDS-PO is a facilitator of
the business processes by enabling the location of people and organizations. This
facilitation promotes information sharing, which in turn contributes to improved business
process outputs.

Two user-oriented Use Cases have been generated to characterize the user interaction
with EDS-PO; they are called “conduct a keyword search” and “conduct a structured

1% Specific Scenarios and Use Cases, based upon this Chapter, may be developed in the EDS-PO
Implementation Plan as necessary to convey functionality status throughout the phases of implementation.
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search” where the actor is the user and EDS-PO is the system. After providing a
description of the business process drivers and a general scenario, the Use Cases are
presented. Each Use Case is accompanied by a notional Usage Narrative that uses an
example to illustrate how a user will interact with the EDS-PO in a typical situation.

The business process outcomes are enhanced by the use of the EDS-PO by connecting
relevant people and organizations. The EDS-PO does not replace normal reporting,

coordination and operational chains of command inherent in the business processes.

3.5.1 Business Process Descriptions

Process 1
Alert/Notification
—® User: Action Officer seeking contacts
Query: Keyword/Structured search
Response: List of organization contacts

Process 2
Collaboration
—» User: Analyst seeking analysts/SMEs
Query: Keyword/Structured search
Attribute Query Response: List of relevant analysts/SMEs

Search Response Process 3

Decision Support

User [PiUser: Act Off seeking key org positions
Query: Keyword/Structured search
Response: Contacts for formal coord

Process 4
Action Coordination
—® User: Act Off seeking ops centers
Query: Keyword/Structured search
Response: Contact list

Figure 12: Business Processes Supported by EDS-PO

1. Alert/Notification — The Alert process refers to a user attempting to answer the
question, “Who needs to know about an event or information item and how do I
contact them?” The intent is the rapid dissemination of information to interested
parties that are not part of the user’s normal reporting procedures, i.e. cables,
product reports or even the CRITIC'® system. The user is supplementing normal
reporting channels when the situation warrants doing so.

2. Collaboration — Collaboration occurs when a user attempts to answer the question,
“Who is an expert on this topic and how do I contact them?” Collaboration
includes information fusion and analysis for law enforcement purposes. This
process may also include a feedback and follow-up mechanism to assess the value
of the collaboration and/or generate after-action analyses.

3. Decision Support — Decision Support occurs when a user attempts to locate and
contact interested parties that can coordinate on the development of courses of
action, estimates of supportability and other decision support activities.

'® CRITIC — Handling system for messages containing national security information that must be delivered
to the highest levels of the government as fast as possible.
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4. Action Coordination — The Action Coordination process occurs where decisions
have been taken and relevant people and organizations must be identified and
contacted to coordinate and implement specific activities.

3.5.2 Generic Scenario — Target of interest

Below are three scenarios given to show EDS-PO supporting these business processes on
a generic Target of Interest, Production of Intelligence and Notification of a Target of
Interest.

The user can be performing the role of intelligence analyst, law enforcement officer or
any other role supported by the business processes. To illustrate the functionality of the
EDS-PO, the scenario is considered first in an emergency situation representing an
immediate threat that requires Alert and Notification activities and then in a less time
sensitive situation requiring deliberate Collaboration activities.

The general scenario is defined as:

A user is cued to a target of interest (TOI) that could pose a threat to the
United States or US interests.

3.5.2.1 Use for Alert/Notification

The EDS-PO will support emergency activities, such as finding people and/or
organizations to alert or notify them of time sensitive activities. A generic emergency
situation using the Alert/Notification business process is:

Alert/Notification - The user determines that the TOI is an emergency situation. The user
requires contact information for relevant people and organizations that must be alerted or
notified of the impending threat. The user conducts a structured search on selected
search terms relevant to the TOI and the threat. The search result displays organizational
contact information relevant to the TOI and the threat, including watch centers and
continuity of operations (COOP) contact information. The results would also display
contact information for people with expertise on the TOI and threat. In the case of the
emergency situation, the organizational contact information is most relevant to the user.
If the user does not have appropriate credentials, based on security level of the system
and user, the search results may only contain organizational contact information with at
least one method of contact. With the contact information in hand, the user can now
execute the Alert/Notification business process.

3.5.2.2 Use for Collaboration

The EDS-PO will support deliberate efforts such as analysis, information fusion and
investigation. A deliberate scenario using the Collaboration business process is:

Collaboration - The user determines that the TOI does not require emergency actions and
decides to collaborate with people having relevant expertise. The user conducts a search
for a known expert. A keyword search on terms relevant to the TOI and threat returns
contact information for people and organizations in that community of interest. The
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search results would also contain COOP contact information, as well as watch centers.
The user in the deliberate scenario would find the contact information for a named person
most relevant. If the user does not have appropriate credentials, based on security level
of the system and user, the search results may only contain organizational contact
information with at least one method of contact. With the contact information in hand,
the user can now execute the Collaboration business process.

3.5.2.3 Use for Decision Support and Action Coordination

The EDS-PO will support decision support with subsequent coordination activities. A
scenario using the Decision Support and Action Coordination business processes is:

Decision Support — A user in a leadership role or someone acting on their behalf may
wish to contact relevant people and organizations to develop courses of action and
recommendations for action. The user needs to contact regional authorities that may have
a role in any action taken on the TOI. This may include Regional Fusion Centers, State
and Local law enforcement, Customs and other regional authorities. The user conducts a
structured search on relevant criteria. The search result displays organizational contact
information for those regional authorities, as well as COOP contact information if any.
The search results would also contain information on people relevant to the search
criteria used, but the organizational information would be most relevant to the user.

UNCLASSIFIED
-25 -



UNCLASSIFIED

3.5.3 Specific Scenarios

3.5.3.1 Production

Query
Keyword
4’ Search
<«
Response
User EDS-PO

Figure 13: Use Case - Keyword Search

Usage Narrative: Conduct a Keyword Search

Fred, a staff member of a State Department of Homeland Security, is collecting
information for a report on the potential impact of specific biological and chemical
threats to the state's cattle population. He's particularly interested in learning more about
the mortality rate of a highly contagious virus that is known to infect cattle. Fred brings
up the EDS search page and selects the NIPF topic “Agriculture and Food Security” and
hits the Submit button. Several hits appear — one being a scientist at an Army research lab
in Maryland with listed expertise for “food animal pathogens.” Fred clicks on the link
and a window appears with a telephone number and an email address. Fred writes an
email to the scientist explaining his reason in contacting him. In addition, Fred attaches a
copy of his report abstract to the email. The scientist replies via email and indicates that
he was only a minor participant during a series of tests three years ago, but that he knows
two people at a Federal lab in New Mexico who are actively engaged in research. Fred
types one of the names into EDS and three responses appear. He sees that one of the
responses works at the lab in New Mexico and calls that person.
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3.5.3.2 Notification

Structured
Search

Response

User EDS-PO

Figure 14: Use Case - Structured Search

Usage Narrative: Conduct a Structured Search

Bill, an analyst at a Federal agency, receives an alert regarding a target of interest about
to dock in a foreign country. In order to coordinate a response to the target's arrival, Bill
wants to alert US officials located in the country before the ship arrives in the capital
city's port. Bill brings up the EDS search page and selects the “Structured Search”
checkbox. This causes multiple attribute selection options to appear. Bill moves his
mouse to the drop-down menu titled “Area of Expertise” and selects the NIPF topic
“Illicit Drugs.” Bill then moves to the menu titled “Current Duty Station” and selects the
foreign country from the menu list. He clicks on the Submit button and three hits appear.
Two are named personnel and one is an office of a US intelligence agency. Bill reviews
the information summary for each hit and clicks on the link for the Lower Slobbovian
FBI Legal Attaché. A contact window appears with an unclassified phone number, email
address and a secure telephone number for the 24/7 watch officer at the U.S. embassy.
Bill calls the unclassified phone number and the FBI agent answers.
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4 Governance and Management

4.1 Roles and Responsibilities

The following roles and responsibilities for key stakeholders provide guidance for the
next 9-12 months. These roles and responsibilities may change as the EDS-PO is
integrated into the ISE.

4.1.1 Information Sharing Council (ISC)

e Understand and agree on the impacts of the EDS-PO CONOPS on existing
directory services of record;

e Understand and agree on the components and services described by the EDS-PO
CONORPS that will be provided by the EDS-PO;

e Select an Implementation Agent (IA) for each EDS-PO phase, where the 1A
ensures that ISC standards, policy and guidance are followed;

e Recommend policy directives to the Information Sharing Policy Coordination
Committee (ISPCC) that must be implemented to facilitate the EDS-PO;"”

e Approve this Concept of Operations for the EDS-PO;
e Approve the Implementation Plan for the EDS-PO; and

e Approve the Development, Modification and Enhancement (DME) roadmap
recommended by the PMISE.

4.1.2 Information Sharing Environment Program Management
Office

e Develop the EDS-PO CONOPS with input from participating department and
agency representatives on the Strategy and Implementation Teams;

e Submit EDS-PO CONOPS and Implementation Plan to the ISC for approval;

e Maintain the DME roadmap to ensure interoperability across network security
domains;

o Identify impediments to implementation and generate issue papers for ISC
consideration;

e Chair EDS-PO Strategy Team and Implementation Team;
e Make policy recommendations to ISC for consideration;

e Oversee the implementation of the components and services described by the
EDS-PO CONOPS that will be provided by the EDS-PO; and

o Periodically report EDS-PO metrics to the ISC.

4.1.3 ISE Participating Departments and Agencies

o Implement and execute the standards, policy and guidance set forth by the IA for
each EDS-PO phase;

7 See Memorandum to the Heads of Executive Departments and Agencies, Subject: Guidelines and
Requirements in Support of the Information Sharing Environment. (December 16, 2005).
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o Representatives on the PMISE Implementation Team will identify and nominate
systems that in the short term meet some or all of the Mission Objectives in the
Mission Objectives detailed in Chapter 3;

o Representatives on the Implementation Team will assist in the development of the
Implementation Plan for Phase 1, Phase 2 and future EDS-PO implementation;

o Allocate resources to execute the Implementation Plan as determined by each
agency, in conjunction with recommendations from the ISC and the
Implementation Agent;

¢ Provide the best and most current contact and attribute information available;

e Maintain a process to update information shared in the EDS-PO in accordance
with applicable laws; and

e Develop and publish internal business rules that determine what information can
and cannot be shared in each security domain of the EDS-PO.

4.2 Performance Measures

Performance measures for Phases 1 and 2 focus primarily on quantifiable statistics that
provide general information on usage and searches. User feedback mechanisms will
provide data used to refine and enhance system capabilities. This is a preliminary list of
possible measures. Measurement points, tools and roles have not yet been defined.

4.2.1 Technical Measures
e Number of user searches/time to recover trends in usage;
e Availability;
e Search response time; and
o Percentage of instances where responses contained cross-mission contacts.

4.2.2 Quality Measures
e Percentage of successful searches (responses to search elements);
e Percentage of time user search terms did not provide a positive response; and

o Percentage of instances when each structured search term is used and causes a
positive response.

4.2.3 User Feedback Process

The PMISE will solicit feedback in order to develop iterative improvements for
subsequent phases. Feedback methods include:

o PMISE will establish temporary, ad hoc “Mission Teams” to evaluate the
deployed system and provide comments and suggestions;

o PMISE will develop online mechanisms, accessible from the EDS-PO search and
result pages, to allow users to submit comments and suggestions; and

o PMISE will periodically survey various group of selected users. Sample questions
might include the following:
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» T use the system (daily, weekly, monthly, less than monthly);

* The amount of information provided is (too little, too much, just right);

= The information I receive is (never, sometimes, usually, always) accurate;
= The system is easy to understand and use? (yes, no); and

» IfI could change one thing, it would be: (free-form entry).

4.3 EDS-PO Implementation

4.3.1 Community Outreach

PMISE will reach out to the CT user community to ensure that EDS-PO is adapted to
meet new and changing mission requirements. PMISE user outreach will include
performance measures and solicitation of user requirements. PMISE anticipates an
implementation plan for the entire ISE will include an outreach program to meet the
mission needs of the growing user base.

4.3.2 Training

PMISE recognizes that user training will be an important part of EDS-PO
implementation. As the implementation details for each phase are defined, PMISE will
develop training plans based on the needs of the user community. Training will be
formalized and focused on learning objectives that test critical details of system use and
user skills. Wherever possible, EDS-PO training will link into existing training programs.

4.3.3 Verification

To ensure that the various phases and versions of EDS-PO satisfy the stated
requirements, the PMISE, in conjunction with stakeholders, will create ad hoc user
groups to evaluate and verify each version of the system as it deployed. The user group
will be disbanded after the verification and comment process is complete.
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5 Conclusion

The EDS-PO CONOPS is a key step towards implementing an EDS directed by IRTPA.
In focusing first on people and organizations within the Federal sector, it sets targets and
establishes the basis for implementing immediate solutions. EDS-PO will be deployed in
phases: Phase 1 by March 31, 2006 and Phase 2 to be implemented over the next 9 to 12
months. The EDS-PO CONOPS provides direction for implementing Phases 1 and 2 by
identifying a definition of EDS-PO, including the concepts of Blue, Yellow and White
pages, user requirements, data attributes, functional capabilities, and governance and
management. The EDS-PO Implementation Plan builds on the EDS-PO CONOPS by
specifying operational and functional details for the EDS-PO development and
deployment. Future phases will be integrated with the ISE CONOPS. Experience gained
from operating the EDS-PO will aid in efforts to further expand capabilities and the ISE
as a whole.
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Appendix A — Glossary and Acronyms

Attributes: Specific data entries associated with people and organizations. Such data
entries will perform one or more of the following functions:

e Identify people or organizations
e Provide search characteristics
o Enable management of the EDS-PO

Counterterrorism (CT): The practices, tactics and strategies that governments,
militaries and other groups adopt in order to neutralize terrorist operatives in the U.S. and
to dismantle terrorist networks worldwide.

Current Capabilities Matrix: Spreadsheet of directory systems currently in operation,
development, or planned within the Federal sector.

Electronic Directory Services — People & Organizations (EDS-PO): A set of registries
that share a common, trusted and up-to-date view of people and organization information,
which includes identification of necessary attributes, desired attributes and standardized
metadata on people and organizations, to assist in locating in the Federal Government
people with relevant knowledge about intelligence and terrorism information.

Information Sharing Council (ISC): The ISC is an interagency forum established by
Section 1016 of IRTPA and Executive Order 13388 and operating under a Charter
approved by the ISPCC. It is an advisory body to the President and PM in the
development of policies, procedures and guidelines necessary to implement the ISE.
Additionally, it provides participants an avenue to actively engage in implementation
planning and decision-making for the establishment of an effective ISE. The Council
also acts as a mechanism to ensure coordination among Federal departments and agencies
and is a means for the PM to assess progress among ISE communities. The ISC was
recently directed to establish two sub-committees to address State, Local and Tribal as
well as private sector issues. These subcommittees will be co-chaired by DHS and DOJ.

Information Sharing Environment (ISE): an approach that facilitates the sharing of
terrorism information, which approach may include any methods determined necessary
and appropriate for carrying out this section.

Information Sharing Policy Coordination Committee (ISPCC): Established by the
President in June, 2005, the ISPCC is chaired jointly by the Homeland Security Council
(HSC) and the National Security Council (NSC). It has the responsibilities set forth

in Section D of Homeland Security Presidential Directive-1 and other relevant
presidential guidance with respect to information sharing. The ISPCC was established to
address major information sharing policy issues, including the resolution of issues raised
by the PM and provide policy analysis and recommendations for consideration by the
more senior committees of the HSC and NSC systems.

Private Sector (PS): Non governmental organizations such as commercial and academic
entities.
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Program Management Office (PMO): Staff supporting the Program Manager. The
PM’s Office is supported by an experienced staff from across the U.S. Government.
Supporting personnel include several advisors with expertise in specific information
sharing issues, e.g., State and Local information sharing and technology standards.

Program Manager: The PM will build upon current information sharing efforts across
the U.S. Government and facilitate change toward tomorrow’s ISE, engaging the ISC in
the implementation process through continuous communication, interaction and inclusion
in decision-making processes. The PM will act as the catalyst to improve terrorism
information sharing among ISE communities by working with them to remove barriers
and facilitate change to improve information access.

Sharing Initiatives Matrix: Spreadsheet of directory systems currently in operation
within the Federal sector which provide information across organizational lines

Stakeholder: The EDS-PO principal stakeholders are those organizations that will
provide their directory information to the EDS-PO.

State, Local and Tribal (SLT): Non-Federal public sector, including government,
police, justice and health and human services, that are involved in or could be impacted
by CT.
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Appendix B — National Intelligence Priorities Framework

The National Intelligence Priorities Framework (NIPF) is used by the President to
prioritize the intelligence needs of the United States. The following table contains the
NIPF Intelligence Topics (IT). These are high level intelligence related topic areas that
are prioritized and broken down into detailed intelligence needs.

Advanced Conventional Weapons Development and Proliferation

Agriculture and Food Security

Arms Control and Treaty Monitoring

Baseline

Counterintelligence

Cyber Threats to US Infrastructure

Democratization and Political Stability

Demographics, Migration and Population Movements

Economic and Financial Stability

Emerging and Disruptive Technologies

Energy Security

Environment and Natural Resources

Foreign Denial and Deception

Foreign Military Combat Capabilities, Operations and Intentions

Foreign Policy Objectives and Relations to the US

Foreign Space Threats and Operations

Homeland Security

Hostile Foreign Military Combat Capabilities, Operations and Intentions

Human Rights and War Crimes

Humanitarian Disaster and Relief Operations

Illicit Drugs

Infectious Disease and Health

International Organized Crime

Military and Civilian Infrastructure

Money Laundering

POWs and MIAs

Regional Conflicts and Crises

Terrorism

WMD Development and Proliferation
» Biological Weapons
e Chemical Weapons
e Missiles
e Nuclear
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Appendix C — Current Capabilities Matrix
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